




• On computers, use a standard account that has limited privileges rather than privileged accounts such as 

“Administrator” or “root.” This provides additional protection by preventing many types of malware from being 

able to install themselves.

• Cyber criminals often trick people into installing malware for them. For instance, they might send you an email 

that looks legitimate and contains an attachment or a link. Perhaps the email appears to come from your bank 

or a friend. However, if you were to open the attached file or click on the link, you would activate malicious 

code that installs malware on your system. If a message creates a strong sense of urgency, is confusing, 

seems too good to be true, or has poor grammar, it could be an attack. Be suspicious, common sense is often 

your best defense.

Protect yourself from ransomware by remaining vigilant when opening email attachments or clicking on links, ensuring 

that you have updated anti-virus software, and confirming that your files are regularly backed up and can be restored.
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